BO GD&DT CONG HOA XA HQI CHU NGHIA VIET NAM
Truong dai hoc SPKT Poc 1ap — Tuw do — Hanh phic
Khoa: Cong nghé Thong tin...... folaiaiakeiakel
Chuwong trinh Gido duc dai hoc
Nganh dao tao: Cong nghé Thong tin  trinh d§ dao tao: Pai hoc

Chuong trinh dao tao: Ky sw Cong nghé Thong tin

Dé cwong chi tiét hoc phan
1. Tén hoc phan: Bio mat thong tin Mai hoc phin: INSE340379
2. Tén Tiéng Anh: Information Security
3. S6 tin chi: 4
Phén bd thoi gian: 4 (3:1:8)
4. Cac giang vién phu trach hoc phin
1/ GV phuy trach chinh: TS. Pang Truong Son
2/ Danh sach giang vién cung GD: ThS. Lé Thi Minh Chau
5. Piéu kién tham gia hoc tip hoc phin
Mén hoc trwéce: Tin hoc dai cwong, K¥ thuat 1ap trinh, Cau trac dir liéu va giai thuat
Moén hoc tién quyét: Khdng
6. Md ta hoc phin (Course description)

Hoc phan nay cung cap cac khai niém co ban vé bao mat thong tin , gidi thiéu cac phuong phap ma
hoa, giai mé va ing dung cua chung trong bao mat thong tin , cac co ché va nghi thirc bao mat: Xac
thue, chit ky sb. Ngoai ra, hoc phan nay cling cung cap kha nang van dung kién thirc vé bao mat
thong tin da hoc dé giai quyét mot s bai toan bao mat trong thuc té. Bén canh d6, sinh vién dugc
lam viéc trong cac nhoém va thuyét trinh cac van dé nang cao st dung cac phuong tién trinh chiéu.

7. Muc tiéu hoc phan(Course objective)

Muc tiéu M0 ta Chuin diu ra
(Goals) (Goal description) CTPT
(Hoc phén nay trang bi cho sinh vién:)

Vai tro cua bdao mat thong tin, cac co ché, chinh sach an toan thong
Gl tin, cac ki€u tan cong va cac phuong phap phong chong 12,13

Nguyén 1y hoat dong ctia mat ma dong, mat ma khoi; Kién thirc vé
G2 xac thuc, toan ven thong tin va st dung cac thuat toan mat ma dé 2.1,2.2
hién thuce nhitng chirc nang nay

G3 K§ nang lam viéc nhom, va thuyét trinh trude 16p 3.1,3.2

Kién thic va ky nang van dung kién thirc bao mat thong tin va mat

4
G ma dé giai quyét mot sb bai toan an toan thong tin trong thyc té.

43,4.4,45
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8. Chuén diu ra ciia hoc phan

Muc C!lufin Mo ta C‘hué‘in
tieu dau ra (Sau khi hoc xong mén hoc nay, nguoi hoc cé thé:) diu ra
hoc phan CDIO
Trinh bay duoc vé vai trd cia bao mat thong tin, cac co ché, chinh
Gl.1 , . A 1.2
sach bao mat.
Gl - — =
So sanh, phan tich cac kiéu tan cong va cac phuong phap phong
Gl.2 £ 1.3
chong
G2.1 Trinh bay duoc nguyén 1y hoat dong cia mat ma dong, khéi. 211
G2 G292 Mo ta duge co ché xac thuc, toan ven thong tin. Xay dung dugc cac | 2.1.3,
' chtrc nang nay, st dung cac thuat toan mat ma. 214
NP \ A 12 3.1.1,
G3.1 Lam viéc hi¢u qua trong mot nhom
G3 3.1.2
G3.2 Trinh bay trudc 16p, s dung phuong tién trinh chiéu 3.2.6
Xay dung duoc cac mo hinh an toan thong tin dya trén kién thirc 431,
G4.1 NN 4.3.3,
bao mat thong tin va mat ma
443
G4
Danh gia va lya chon cac cong cu bao mat thong tin trong viéc gidi
G4.2 L e X 455
quyet cac bai toan thyc te

9. Tai liéu hoc tap
- S&ch, giao trinh chinh:
+ Dang Trudong Son, Gido trinh Bdo mdt théng tin, NXB Dai hoc qubc gia TP.HCM, 2012

+  William Stallings, Cryptography and Network Security: Principles and Practice, fifth ed.
Prentice Hall, 2010. www.Williamstallings.com

- Sach (TLTK) tham khao:

+ A. J. Menezes, P. van Oorschot, and S. Vanstone, Handbook of Applied Cryptography. CRC
Press, 1996. www.cacr.math.uwaterloo.ca/hac

+ B. Schneier, Applied Cryptography, Protocols, Algorithms and Source Code in C. John Wiley
and Sons, 1996

+ Keywords: cryptography, security

9. Nhiém vu cta sinh vién

SV khong thuc hién du chi mot trong cadc nhi¢m vu sau day s€ bi cAm thi:

- Du 16p: 80%

- Bai tap: 100%
10. Ty 1¢ Phin trim cdc thanh phin diém va cic hinh thirc danh gia sinh vién : (11)
- Thang diém: 10



http://www.cacr.math.uwaterloo.ca/hac

- Ké hoach kiém tra nhu sau:

Hinh ] Chuén | Til¢
thire Noi dung Thoi diem | Cong cu KT | daura | (%)
KT KT
Bai tap 30
BT#1 Cai dat thuat toan Caesar mo rdng, tan cong Tudn 3 BalAtap ’nho G1.2 10
Caesar. trén 16p
BT#2 | Cai diit S-box ctia thudt toan DES Tuin7 | BALEPIRO | go4 | g
trén 16p
BT#3 Cai dat chuong trinh tinh khod md rdng Tudn 9 BalAtap ’nho G21 10
trong AES trén 16p
Bai tap 16m (Project) 10
Nhém sinh vién tir 3-5 nguoi chon 1 trong | Tuan 7-9 | Péanh giasan | G2.1
cac bai tap pham G2.2
Cai dat va minh hoa thuat toan DES G3.1
Minh hoa ting budc ma hoa va gidi ma G4.1
BL#1 RS-A 7 G4.2
Minh hoa ting budc tao va kiém tra chir ky
s0 RSA
Minh hoa nghi thire khoa thoa thuan Diffie-
Helman
Tiéu luén - B4o céo 10
Mobi nhém sinh vién tur 3-5 ngudi chon 1 Tuan 10-15 | Tiéu luan - G1.1
trong cac de tai sau dé tim hiéu va trinh bay Bao cao G3.1
béo céo: G3.2

Pé tai 1: Classical Encryption Techniques
Pé tai 2: Block Ciphers and the Data
Encryption Standard

Pé tai 3: Basic Concepts in Number Theory
and Finite Fields

Pé tai 4: Advanced Encryption Standard
Pé tai 5: Block Cipher Operation

Pé tai 6: Pseudorandom Number
Generation and Stream Ciphers

Pé tai 7: Number Theory

Pé tai 8: Public-Key Cryptography & RSA
Pé tai 9: Other Public-Key Cryptosystems
Pé tai 10: Cryptographic Hash Functions
Pé tai 11: Message Authentication Codes
Pé tai 12: Digital Signatures

Pé tai 13: Key Management and
Distribution

Pé tai 14: User Authentication Protocols
Pé tai 15: Transport-Level Security

Dé tai 16: Wireless Network Security




Dé tai 17: Electronic Mail Security
be tai 18: IP Security

Thi cudi ky

50

- N6i dung bao quat tit ca cac chuan dau ra
quan trong cua mon hoc.
- Thoi gian 1am bai 60 phut.

Thi tu ludn

Gl1
Gl.2
G2.1
G2.2
G4.1
G4.2

11. Ndi dung chi tiét hoc phin

Chuan dau

Tuan Noi dung ra hoc phﬁn

Chwong 1: NHAP MON
A/ C&c ndi dung va PPGD chinh trén lop: (4) Gl.1
N¢i dung GD Iy thuyét: Gl.2
+ Gidi thiéu mon hoc, hudng dan cach hoc, tai liéu tham khao.
+ Cac khai niém vé€ bao mat thong tin
+ Cac nguy co va cac kifu tan cong
+ Cac md hinh, dich vy, co ché va cong cu bao mét

1 + He¢ thong ma hoa, khai niém tham ma
+ Khai ni¢m thuat toan an toan
PPGD chinh:
+ Thuyét trinh.
+ Trinh chiéu PowerPoint.
+ Tuong tac hoi dap véi sinh vién
B/ Cac ndi dung can tw hoc & nha: (8) GL1
+ DPoc chuong 1-2: William Stallings, Cryptography and Network '
Security.... Gl.2
Chuwong 2: MAT MA CO PIEN
A/ Tém tit cic ND va PPGD chinh trén 16p: (4) Gl.2
N¢i dung GD Iy thuyét:
+ Lich sur cac thuat toan mat ma b dién
+ Céc ky thuat ma héa

’ + Mat ma thay the don tur
+ Mat ma thay thé da tur ’
+ K¥ thuat ma héa hoan vi, két hop
PPGD chinh:

+ Thuyét trinh.
+ Trinh chiéu PowerPoint.
+ Tuong tac hoi dap véi sinh vién




B/ Céc ndi dung cin tu hoc ¢ nha: (8)
+ Doc chuong 2: Bang Truong Son, Bdao mdt thong tin...

Gl.2
G2.1

Thuc hanh chwong 1, 2:
Cai dat thudt toan Caesar mo rong va tan cong Caesar

A/ Cac ndi dung va PPGD chinh trén 16p: (4)

Noi dung GD:

+ Hudng dan cai dat thuat toan Caesar mo rong va tin cong Caesar.
PPGD chinh:

+ Thuyét trinh

+ Lam mau

+ Tuong tac héi dap voi sinh vién

Gl.2

B/ Céac ndi dung cén tw hoc & nha: (8)
+ Cai dat dat thuat toan Caesar trén may tinh

+ Doc chuong 3: Bang Truong Son, Bdo mdat thong tin...

Gl.2
G2.1

Chuwong 3: MAT MA DONG

A/ C&c ndi dung va PPGD chinh trén lop: (4)
Noi dung GD ly thuyét:
+ Ma hda theo dong
+ Cac phuong phap tao dong khda
+ Tao dong khoéa tuyén tinh
+ Tao dong khéa khong tuyén tinh
PPGD chinh:
+ Thuyét trinh.
+ Trinh chiéu PowerPoint.
+ Tuong tac hoi dap voi sinh vién

G2.1

B/ Cac ndi dung can tw hoc & nha: (8)
+ Doc chuong 3: William Stallings, Cryptography and Network Security ...

G2.1

Chwong 4: MAT MA KHOI

A/ Cac ndi dung va PPGD chinh trén lop: (4)
Noi dung GD ly thuyét:
Ma hoa theo khoi
Mang thay thé va hoan vi Shanon
Cau truc thuat toan Feistel
Hiéu ing thac va hi¢u tng toan ven
Lich str cia DES
Tao cac khda con
PPGD chinh:

+ Thuyét trinh.

+ Trinh chiéu PowerPoint.

+ Tuong tac hoi dap vai sinh vién

+ + + + + +

G2.1

B/ Cac ndi dung can tw hoc & nha: (8)
+ Doc chuong 4: Pang Truong Son, Bdo mdt thong tin...

G2.1
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Chuong 4: MAT MA KHOI (Tiép theo)

A/ Cac ndi dung va PPGD chinh trén 16p: (4)
Noi dung GD Iy thuyét:

Ham mo rong E, cac S-box

Giai ma va chay thﬁ’: DES

Cac yéu cau thiét ke DES

Céc phuong thue su dung DES: ECB, CBC
St dung DES dé tao luong khoa: CFB, OFB
PPGD chinh:

+ Thuyét trinh.

+ Trinh chiéu PowerPoint.

+ Tuong tac hoi dap voi sinh vién

+ 4+ + + +

G2.1

B/ Cac ndi dung cin tu hoc ¢ nha: (8)
+ Poc chuong 5: Pang Truong Son, Bdao mdt thong tin...

G2.1

Thyc hanh chuong 4:
Cai dat S-box cua thudt toan DES

A/ C&c ndi dung va PPGD chinh trén lop: (4)
Noi dung GD:

+ Hudng dan cai dit S-box cua thuat toan DES.
PPGD chinh:

+ Thuyét trinh

+ Lam mau

+ Tuong tac hoi dép vai sinh vién

B/ Cac ndi dung cin tw hoc ¢ nha: (8)
+ Cai dat S-box cuia thuat toan DES trén may tinh

G2.1

Chuong 5: CO'SO LY THUYET SO

A/ Cac ngi dung va PPGD chinh trén lop: (4)
Noi dung GD ly thuyét:

S6 nguyén tb

Phép tinh modulo

Thuét toan Binh phuong va nhan

USCLN va TT Euclid

TT Euclid mé rong

Dinh 1y Euler va Fermat

PPGD chinh:

+ Thuyét trinh.

+ Trinh chiéu PowerPoint.

+ Lam mau.

+ Tuong tac hoi dap vai sinh vién

+ + + + + +

G2.2

B/ Céc ndi dung can tw hoc & nha: (8)

+ Doc chuong 7: William Stallings, Cryptography and Network Security ...

G2.2

Chuwong 5: CO' SO LY THUYET SO (tiép theo)
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A/ C&c ndi dung va PPGD chinh trén lop: (4)
Noi dung GD Iy thuyét:

+ Nhom, vanh, truong

+ Céc da thuc trong truong Galoa

+ Céc phép toan trén da thuc

+ Ly thuyét phirc tap va ma hoa

PPGD chinh:

+ Thuyét trinh.

+ Trinh chiéu PowerPoint.

+ Tuong tac hoi dap voi sinh vién

G2.2

B/ Cac ndi dung cin tu hoc ¢ nha: (8)
+ Doc chuong 6: Bang Truong Son, Bdo mat thong tin...

G2.2

10

Chuong 6: CHUAN MAT MA CAO CAP AES

A/ C&c ndi dung va PPGD chinh trén lop: (4)
N¢i dung GD ly thuyét:
Gi6i thiéu chuan ma héa cao cp
Rijndael — AES
Céac tham s6 cua AES
Céac vong ma hda

v' SubBytes

v ShiftRows

v" MixColumns

v" AddRoundkey
+ Tao khoa mo rong (Key Expansion)
+ Chay thir AES
PPGD chinh:

+ Thuyét trinh.
+ Trinh chiéu PowerPoint.
+ Tuong tac hoi dap vai sinh vién

+

+ + +

G2.1

B/ Cac ndi dung can ty hoc ¢ nha: (8)
+ Doc chuong 7: Pang Truong Son, Bao mdt thong tin...

G2.2
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Thyc hanh chuong 6:
Cai dat chwong trinh tinh khoa mo rong trong AES

A/ Cac ndi dung va PPGD chinh trén lop: (4)

Noi dung GD:

+ Hudéng dan cai dit chuong trinh tinh khod mé rong trong AES.
PPGD chinh:

+ Thuyét trinh
+ Lam mau
+ Tuong tac héi dap vai sinh vién

G2.1

B/ Cac ndi dung cin ty hoc ¢ nha: (8)
+ Cai dat chuong trinh tinh khoa mo rong trong AES trén may tinh

12

Chwong 7: MAT MA KHOA CONG KHAI

7




A/ C&c ndi dung va PPGD chinh trén lop: (4)
Noi dung GD Iy thuyét:

+ Khai niém mat ma khéa cong khai

+ Thuat toan mat ma khéa cong khai RSA

+ Thuat toan mat ma El-Gamal

PPGD chinh:

+ Thuyét trinh.

+ Trinh chiéu PowerPoint.

+ Tuong tac hoi dap vai sinh vién

G2.2

B/ Céc ndi dung can tw hoc & nha: (8)

+ Doc chuong 8: Pang Truong Son, Bdo mdt thong tin...

G2.2
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Chuong 8: XAC THUC VA CHU KI SO

A/ Cac ndi dung va PPGD chinh trén 16p: (4)
Noi dung GD ly thuyét:

Khai niém xac thuc

Xac thye s dung mat ma

Cac ham bam: MD5, SHA1-3

Chtr ky s6 RSA va ElI Gamal

DSA (Digital Signature Algorithm)
PPGD chinh:

+ Thuyét trinh.

+ Trinh chiéu PowerPoint.

+ Tuong tac hoi dép vai sinh vién

+ 4+ + + +

G2.2

B/ Cac ndi dung can tw hoc ¢ nha: (8)

+ Doc chuong 9: Bang Truong Son, Bdo mdt thong tin...

G2.2
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Chuwong 9: PHAN PHOI KHOA

A/ Cac ndi dung va PPGD chinh trén lop: (4)
Noi dung GD ly thuyét:

Quan 1y va phan phdi khoa

Phan phdi khoa cong khai

Phén phéi khoa bi mat

Quy trinh tao khoa phién Diffie — Hellman
CA (Certification Authority)

PPGD chinh:

+ Thuyét trinh.

+ Trinh chiéu PowerPoint.

+ Tuong tac hoi dap voi sinh vién

+ + + + +

G2.1
G2.2

B/ Cac ndi dung can ty hoc ¢ nha: (8)

+ Doc chuong 13: William Stallings, Cryptography and Network

Security...

15

ON TAP




A/ Cac ndi dung va PPGD chinh trén 16p: (3)
Noi dung GD Iy thuyét:
+ B4o cdo ndt tiéu luan trén 16p
+On tap ndi dung da hoc.
PPGD chinh:
+ Thuyét giang
+ Trinh chiéu

G3.1
G3.2

B/ Cac ni dung can tu hoc & nha: (6)
+ On tép cac ndi dung da hoc

14. Pao dtrc khoa hoc:
15. Ngay phé duyét: ngay/thang/nam
16. Cép phé duyét:
Trwong khoa T6 trwéng BM

17. Tién trinh cip nhiat PCCT

Nguwdi bién soan

L4n 1: Noi Dung Cap nhat PCCT lan 1: ngay/thang/nim

va ghi 10 ho tén)

<nguoi cap nhat ky

To truéng B mon:

Lan 2: Noi Dung Cap nhat DCCT lan 2: ngay/thang/nim

va ghi ro ho tén)

<nguoi cap nhat ky

To truong BO mon:
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